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The implementa on of cybercrime legisla on is a pressing issue given that South Africa has one of the highest numbers of
cybercrime vic ms in the world. In addi on, a number of unsuspec ng individuals and organisa ons alike fell prey to the
scourge of cyber scams which seemed to spike quite rapidly in the past year.
The Cybercrime Bill was adopted by the Por olio Commi ee for Jus ce and Correc onal Services in November 2018 and
sent to the Na onal Assembly for debate. The Na onal Council of Provinces will be considering wri en submissions from the
public un l 8 March 2019. This comes a er an extensive public par cipa on process which commenced in 2015. The most
notable diﬀerence from the previous dra s is the conscious removal of the provisions dealing with cybersecurity, some of
which were highly controversial and a cause for much debate.
The objec ves of the Cybercrime Bill essen ally include the codiﬁca on and imposi on of penal es on cybercrimes. Chapter
XIII of the Electronic Communica ons and Transac ons Act, 2002 was South Africa’s ﬁrst a empt at legisla ng for the
codiﬁca on of cybercrimes and the related penal es. The Cybercrime Bill, however, contains a wider range of cyber oﬀences
than those contained in the Electronic Communica ons and Transac ons Act.
The Cybercrimes Bill further provides for mutual assistance in rela on to the inves ga on of cybercrime. This has an impact
on electronic communica ons service providers (“ECSPs”) as well as ﬁnancial ins tu ons. ECSPs or ﬁnancial ins tu ons, such
as a bank, may be required to work with law enforcement, where applicable, in the inves ga on of cybercrimes. In certain
instances, this may involve the handing over of data and hardware. In addi on, electronic communica ons service providers
and ﬁnancial ins tu ons must report cyber oﬀences within 72 hours of becoming aware of them. This may have devasta ng
reputa onal eﬀects on organisa ons, especially where an oﬀence results from a compromise of their internal systems.
Furthermore, such organisa ons will be under an obliga on to preserve any informa on that will be of assistance to the
inves ga on. It is therefore important for organisa ons to assess the impact of the Cybercrime Bill on their business and
understand exactly what their obliga ons are in order to avoid contravening the Bill and incurring penal es.
Some of the proac ve ini a ves that organisa ons should adopt include reviewing and introducing policies related to,
among other things, social media, password policies, incident response plans/ security compromise policies as well as
ensuring that staﬀ are educated on cyber security issues.
For a discussion on how the Cybercrime Bill may impact on you organisa on, please contact ENSafrica’s TMT department.
Reviewed by Ridwaan Boda, head of ENSafrica’s TMT department.
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