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Digital Identification Services to be

Regulated in Thailand

In addition to the Royal Decree to Regulate Digital Platforms (LINK), another digital
law, namely the Royal Decree on Supervision of Digital Identification Services which
Require Operating Licenses (“Royal Decree”) issued under the Electronic Transaction
Act, B.E. 2544 (2001), was published in the Royal Gazette on 23 December 2022. The
Royal Decree shall be effective after 180 days counting from the date of publicationin
the Royal Gazette, i.e.on 21June 2023.

Who is regulated?

This Royal Decree focuses on “digital identification” service providers. In particular,
digital verification and authentication services with the following characteristics will
require an operating license:

(i) Identity Proofing: services for processes of compiling and identifying data related
to the identity of a person (which includes both natural persons and juristic
persons), and examining the relation between a person and identification data;

(i) Authenticator’ Management: services for processes that connect the identity of a
verified person with their authenticator and management of that Authenticator;

(iii) Authentication: services for processes that authenticate the identity of a person
through the inspection of their Authenticator;

(iv) Digital Identity Platform Service: services that exchange data for verification and
authentication over a digital network, or a system that connects and exchanges
data related to verification and authentication, but not including a service
provided by a middleman.

However, the following digital verification and authentication services will be
exempted from the licensing requirements:

(i) A digital verification and authentication service that supports the use of
electronic signatures by a service provider who issues certificates of use of
electronic signatures (Certificate Authority or CA) under electronic transaction
laws;

(i) A digital verification and authentication service for the benefit of internal
management of such persons without providing services to a third party; and

TAn Authenticator is defined as “A proof that connects an identity with a person, which the person has
possession of and can control to identify themselves, such as passwords or biometric data”


https://www.chandlermhm.com/content/files/pdf/Newsletter/2022/CMHM%20Newsletter%20-%20Digital%20Platforms%20to%20be%20Regulated%20in%20Thailand%2026%20December%202022.pdf
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(iii) A digital verification and authentication service as announced by the Electronic
Transactions Commission.

What duties are imposed on the operators?

Obtaining operating licenses: The digital identification services provider, whose
services fall under the aforementioned scope, must obtain an operating license from
the Electronic Transactions Development Agency (“ETDA") prior to carrying out such
services businesses. During the application process, the operator will be required to
provide the ETDA with a risk management plan, data protection plan, anti-corruption
plan, IT security plan, and customer protection plan as part of the application process.
Further details on the application process may be announced in the subordinate law.

Note that the existing digital identification service providers are also required to
apply for the operating license within 90 days from the effective date of this Royal
Decree. Once the application is submitted, those providers will be allowed to
continually operate their service as usual provided that there is no disapproval order
issued by the ETDA.

Submitting a readiness assessment report: After obtaining a license from the ETDA,
the licensee must submit a readiness assessment report to the ETDA within 180 days
of receiving the license. The report must, at a minimum, address the technological
and personnel readiness for business operations. ETDA must approve the report
before the licensee can start operating the digital verification and authentication
services.

Reporting when employing a third party: If the licensee engages any third party for
the collection or storage of data related to the digital verification and authentication
services, the licensee must report this to the ETDA and comply with any requirements
set by the ETDA.

Reporting changes in operations: The licensee is required to report any changes to
the ETDA, including changes in (i) registered capital, (ii) directors, managers, or
persons responsible for the licensee's operation, (iii) systems or technology related to
the services, and (iv) any other material changes to the business operation as
announced by the ETDA.

Reporting complaints or litigation: The licensee is required to notify the ETDA of any
complaints or litigation filings they receive, with the details to be announced by the
ETDA in the subordinate law.

Data storage: The licensee must store data related to the services, accounting,
documents, or other evidence relating to the business, assets, and debts for the
purpose of inspections. The details of the storage requirements will be announced by
ETDA in the subordinate law.

Annual Report: The licensee must prepare an annual report, in the form to be
announced by the ETDA, and deliver such report to the ETDA.

What is the penalty for non-compliance?

Non-compliance with the provisions under this Royal Decree could lead to the
suspension or revocation of the license and criminal penalty, depending on the nature
of non-compliance.
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In case of criminal liability, if the violator is a juristic person, the directors,
management, and/or other persons responsible for the violation shall also be liable.

What comes next?

In addition to the various subordinate laws mentioned above, the ETDA has the
authority to issue guidelines covering various aspects of digital verification and
authentication services under the Royal Decree. Licensees are required to adhere to
these guidelines.

CMHM will closely monitor the status of the subordinate laws under this Royal
Decree and keep you updated on any news on the subject. If you would like to discuss
the legal ramifications for your business, please feel free to contact the authors
listed in the left-hand column.
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